	PLANNING STEP 1 
	PLANNING STEP 2
	PLANNING STEP 3
	PLANNING STEP 4
	PLANNING STEP 5
	PLANNING STEP 6

	Assess Risks 
	Mitigating The Risks 
	Information Technology (IT) Issues 
	Interruption Due to Facility Damage 
	Communication Plan 
	Employee Welfare 

	List the 3 most important activities, function or facilities that your business depends upon. 

For example:

Inventory, computer data, records, customer/vendor, etc. 

F1. 

F2. 

F3. 
	List 3 alternative ways to keep your business operating if F1-F3 are unavailable. 

A1. 

A2. 

A3. 


	· Backup your data.

· Store the backup at a different facility regularly. 

· Backup the programs that use the data, also. 

· Develop procedures for restoring the programs and data. 

· Document configuration of your desktop computers and servers – standardize if possible. 

· Ensure that IT service agreements are in place and address response times and help for emergencies. 

· Protect vital paper records and reduce your need for paper if possible. 
	· Plan where you could set up your facility at an alternate location.  Options may include temporary trailers, vacant office space, home, etc. 
· Document procedures for such things as payroll, financial transactions, data recovery, invoicing, ordering supplies. 

· Document inventory and other major company assets and their approximate value to help with insurance claims. Take pictures of assets. 

· Evaluate your insurance policies periodically. 

· Has Howard County Fire & Rescue department recently inspected your facility? Doest it have your latest floor plan? 
	· Plan with whom you need to communicate, and fill in the information on the “Emergency Contact” sheet for Staff, Vendors, customers, Insurance. 
· Document telephone configurations and requirements (voice and data). 

· Create a procedure for forwarding telephone lines so customers can reach you in an emergency. 

· Work with your telephone provider on expectation in an emergency. 

· Draft a communications plan that can be modified quickly to fit the situation. 

· Plan for succession and delegation. Communicate these to key people.  
	Investing in the health of your staff during a crisis is vital to organizational resiliency and operations.  It is important that you let your employees know that the organization is concerned about their day-to-=day welfare and family functioning during a crisis. 
· Encourage employees and their families to be self-sufficient. 

· Promote family preparedness. Obtain information form CERN’s Neighbor to Neighbor (N2N) program at www.cernhc.org
· Ask your employees to provide voluntary information about how the organization might best assist them and their families in a crisis.  

	What are 3  circumstances that could threaten your top 3 activities, functions or facilities that you listed in F1-F3? 
T1. 

T2. 

T3. 


	What are 3 steps you could take to mitigate the threats listed in T1-T3?
S1. 

S2.

S3.  
	Personal Computers – servers 
· If PCs/Servers are destroyed, how fast could equipment be restored?  1 day, 1 week, 1 month?

· List 3 alternatives to obtain the needed equipment.

1. 

2. 

3.  
	· Decide on evacuation routes from your building and assembly points and have practice drills. 
· If advised that you not leave your building and you need to shelter-in-place, what can you do to survive for 2-3 days? 
	· Prepare a list of phone numbers for key employees and contacts. 
· Establish the ability to make a conference call. 

· Appoint a safety officer to coordinate evacuations. 

· Work with staff on evacuation routes. 
	Voluntary questions, which could help the organization assess its staff and show concern, might include: 
· Do you have anyone at home with special needs?

· Is anyone under 5 at home?

· Do you have family near by who could help you? 

· How can the organization assist you in a crisis?

· How long can you be away from home in a crisis? 




Incident Planning Example
A Fire at A Pharmacy 

On a Sunday evening in late January at 7 pm, the Howard County 911 center receives a call that heavy smoke is coming from a pharmacy  located in a strip shopping center.  The temperature is approximately 25 degrees and a strong wind is aggravating the fire.  As fire companies arrive on the scene, smoke completely covers the intersection and the strip shopping center.  The store was closed when the fire started.  The fire escalates and the store is destroyed.  The fire chief explains that it is too dangerous to re-enter the building.  However, due to the quick response of the fire company and the 3,000 gallons of water per minute they poured on the fire, the fire is contained to this store, saving the remaining stores in the shopping center.

The owner arrives about an hour after the fire started and discovers his family business in ruins.  He declares there are many important documents in the rear of the store in the safe and file cabinets that he needs to retrieve.  Unfortunately, the building has collapsed in this area and the fire chief explains it is too dangerous to move into that area, and a contractor will have to be called to remove the collapsed structure.  The owner states the records for his 13,000 prescription customers are in the file on the store’s computer and explains that the store business manager, who is out of town until Wednesday, is the one who knows the insurance information and he, the owner, only deals with the pharmacy business.  The owner now has to begin dealing with the results of this disaster, which could have been mitigated by proper planning, as illustrated below . There were 200 prescriptions ready for pick up on Monday.  This is also the main supplier of prescriptions for three assisted living centers located less than a mile away. During an average month 1,300 prescriptions will be refilled.


Example of “Planning for An Incident”  (Items in Blue and Underlined Show Possible Planning Respons 

	PLANNING STEP 1 
	PLANNING STEP 2
	PLANNING STEP 3
	PLANNING STEP 4
	PLANNING STEP 5
	PLANNING STEP 6

	Assess Risks 
	Mitigating The Risks 
	Information Technology (IT) Issues 
	Interruption Due to Facility Damage 
	Communication Plan 
	Employee Welfare 

	List the 3 most important activities, function or facilities that your business depends upon.  

F1.  Medication

F2.  Electronic customer records 
F3. Electricity to keep medications at controlled temperatures 
	List 3 alternative ways to keep your business operating if F1-F3 are unavailable. 

A1.  If pharmacy has more than one location, could refer customers to other store, or might create a network with other pharmacies with agreements to help each other in a disaster. 

A2.  Store electronic records off-site

A3.  Obtain a backup generator. 
	Data backups –

· Is your data backed up?
Ideally the answer would be yes. 

· Is the backup stored at a different facility regularly? 

Ideally, the answer would be yes.  Data is stored at an off-site location on a regular basis.  If more than one location, exchange data.  Could use on-line or networked back-up capabilities. 

· Are the programs that use the data also backed up? 

Ideally, yes. 


	· Can you set up at a different location?
If more than one location, refer customers there.  If not, decide on where and take action quickly.  

· Contact your insurance company. 

	· Plan with whom you need to communicate, and fill in the information on the “Emergency Contact” sheet for Staff, Vendors, customers, Insurance. 

Calling staff and key customers quickly is important. 

· Draft a communications plan that can be modified quickly to fit the situation. 

· Plan for succession and delegation. Communicate these to key people.  
	Investing in the health of your staff during a crisis is vital to organizational resiliency and operations.  It is important that you let your employees know that the organization is concerned about their day-to-=day welfare and family functioning during a crisis. 

· Encourage employees and their families to be self-sufficient. 

· Promote family preparedness. Obtain information form CERN’s Neighbor to Neighbor (N2N) program at www.cernhc.org


Planning for an Incident Which Interrupts Your Business


(See Other Side For An Example)
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Planning for an Incident Which Interrupts Your Business


(See Other Side For An Example)








